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Sharing information between partner organisations is vital to the provision of co-ordinated and seamless services. In addition, the sharing of information can help to meet the requirements of statutory and local initiatives. This agreement sets out the details for the secure and confidential sharing of personal information in accordance with the principles defined in the Humber Information Sharing Charter.

1.
Purpose of the agreement
This agreement creates a framework for the formal exchange of personal information and intelligence between the partners to the agreement listed in section 2, for the purpose of supporting the learning and welfare of children and young people for which they are responsible.
2. Partners to the agreement
North East Lincolnshire Council and the Schools, Academies, Colleges and Education Providers (hereafter referred to as Learning Providers) within and for North East Lincolnshire.
3. Implementation, review and termination of the agreement

a) This agreement comes into force from Academic Year 2014/15.
b) This agreement will be reviewed at least annually, the date of the next review is August 2015.
c) This agreement can be suspended by either party in the event of a serious security breach. The suspension will be subject to a Risk Assessment and Resolution meeting between representatives of the partners, which should take place within 10 working days of any suspension.

d) Termination of this agreement must be in writing giving at least 30 days notice to the other partners. Partners must refer to section 6.9 regarding retention and deletion of information that has been shared.
e) Each partner organisation will keep each of the other partners fully indemnified against any and all costs, expenses and claims arising out of any breach of this agreement and in particular, but without limitation, the unauthorised or unlawful access, loss, theft, use, destruction or disclosure by the offending partner or its subcontractors, employees, agents or any other person within the control of the offending partner of any personal data obtained in connection with this agreement.
4.
Basis for the sharing of personal information
The sharing of personal information in accordance with this agreement is lawful under the Data Protection Act 1998 schedule 2 condition 3 the processing is necessary for compliance with any legal obligation to which the data controller is subject, other than an obligation imposed by contract.

The sharing of sensitive personal information in accordance with this agreement is lawful under the Data Protection Act 1998 schedule 3 conditions.
7 - The processing is necessary (a) for the administration of justice, (b) for the exercise of any functions conferred on any person by or under an enactment, or (c) for the exercise of any functions of the Crown, a Minister of the Crown or a government department.

8 - The processing is necessary for medical purposes and is undertaken by a health professional. E+W+S+N.I.
The primary legislation supporting the sharing of this personal information includes: 

· The Children Act 1989;
· Education Act 2002;
· Children Act 2004;
· The Education (Pupil Registration) (England) Regulations 2006;
· Education & Skills Act 2008;
· NMC – The Code: Standards of Conduct, Performance and Ethics for Nurses and Midwives 2008;
· Working Together to Safeguard Children 2013;
· Children and Families Act 2014;
· Troubled Families Agenda (Attendance, Exclusions) - Local authorities may collect and share this information under the implied powers of section 17 of the Children Act 1989 in order to support / protect children.
5.
The personal information to be shared
· Child / Young Person’s name, date of birth, school, gender

· Contact – Parent / Carers details
· Contact details including address, telephone numbers

· Attendance information

· Exclusion information 

· FSM history

· Medical history
· School history
· SEN information
· Welfare information

· Educational achievement details
· Early Years Foundation Stage Profile
· Year 1 Phonics
· Key Stage 1
· Key Stage 2

· Key Stage 4
· Key Stage 5
Additional information can be disclosed where lawful, relevant and proportionate for the following purposes:

1. Supporting access to education for children and young people (including Admissions, Education Transport, Special Educational Needs and School Exclusions) 

2. Safeguarding and Child Protection

6.
Processing of personal information
6.1
Personal information will be shared and processed by the partners in accordance with the Data Protection Act. 

6.2
All information shared under this agreement, personal or otherwise, must only be used for the purpose(s) specified at the time of disclosure(s) as defined in the relevant data set list unless obliged under statute or regulation, or under the instructions of a court. 
6.3
Where a partner receiving information under this agreement, wants to use that information for any other purpose, they must seek and receive permission from the original Data Controller before using the information for that further purpose. Further use of the information undertaken without the permission of the Data Controller will not be lawful or covered by this agreement.

6.4
The Data Protection Notification and Privacy Notice of each partner must reflect the processing of personal information under this agreement, to ensure that data subjects are fully informed about the information that is recorded about them and their rights to gain access to information held about them and to correct any factual errors that may have been made. If there are statutory grounds for restricting a data subject's access to the information held about them, they will be told that such information is held and the grounds on which it is restricted. Where opinion about a data subject is recorded and they feel the opinion is based on incorrect factual information, they will be given the opportunity to correct the factual error and / or record their disagreement with the recorded opinion.
6.5
Subject Access Requests will be handled in accordance with the standard procedures of the partner who receives the request.

6.6
Complaints will be handled in accordance with the standard procedures of the partner who receives the complaint.

6.7
The personal information shared under this agreement must be relevant and proportionate to achieve the purposes identified in section 1. Only the minimum necessary personal information will be shared and where possible aggregated non-personal information will be used. 
6.8
The information shared should be complete (but not excessive), accurate and up-to-date to ensure all partners are assured that the information can be used for the purposes for which they require it.
6.9
The Data Controller must make all partners they share information with aware of their rules on data retention and whether these apply to the data being shared at the time of disclosure through the associated data set lists. The information must be securely disposed of when no longer required for the purpose(s) it was shared for or to meet any legal or audit obligation.
7.
Roles and responsibilities under the agreement

7.1
Each partner must appoint a single point of contact who must work together to jointly manage the valid and legally justified sharing of personal information for the purposes of this agreement; ensure the accuracy of the information shared; deal with data discrepancies; and ensure breaches are reported and investigated. 

8.
Signatories

By signing this agreement all signatories accept responsibility for its execution and agree to ensure all staff are trained so that requests for information and the process of sharing information itself is sufficient to meet the purposes of this agreement.

Signatories must all ensure that they comply with all relevant legislation in the processing of personal information. 
Signed on behalf of <insert the name of signatory organisation>
	Name:

	

	Position:


	

	Signature:

	

	Date:


	


A list of the current signatories to this agreement is available from  North East Lincolnshire Council

Education data sharing briefing notes ISA 0004 (NEL)

	Guidance Note
	Purpose

	1
	The Seven Golden Rules for information sharing

	2
	Statutory powers for sharing information

	3
	Corporate Parenting - Looked After Children

	4
	Population of the LINCS2 web module


Briefing Note 1: The Seven Golden Rules for information sharing

1. Remember that the Data Protection Act is not a barrier to sharing information but provides a framework to ensure that personal information about living persons is shared appropriately;

2. Be open and honest with the person (and/or their family where appropriate) from the outset about why, what, how and with whom information will, or could be shared, and seek their agreement, unless it is unsafe or inappropriate to do so;

3. Seek advice if you are in any doubt, without disclosing the identity of the person where possible;

4. Share with consent where appropriate and, where possible, respect the wishes of those who do not consent to share confidential information. You may still share information without consent if, in your judgement, that lack of consent can be overridden in the public interest. You will need to base your judgment on the facts of the case;

5. Consider safety and well-being: Base your information sharing decisions on considerations of the safety and wellbeing of the person and others who may be affected by their actions;

6. Necessary, proportionate, relevant, accurate, timely and secure: Ensure that the information you share is necessary for the purpose for which you are sharing it, is shared only with those people who need to have it, is accurate and up-to-date, is shared in a timely fashion, and is shared securely;

7. Keep a record of your decision and the reasons for it - whether it is to share information or not. If you decide to share, then record what you have shared, with whom and for what purpose.

Source - HM Government Information Sharing: Guidance for practitioners and managers
Briefing Note 2: Statutory powers for sharing information
Some legislation includes explicit ‘gateways’ by which information can be disclosed or received for particular purposes. Such gateways may be permissive (creating a discretionary power to disclose or receive data) or mandatory (requiring data to be transferred in certain circumstances). 

Examples of statutory gateways for the purpose of supporting the learning and welfare of children and young people, include:
Local Safeguarding Children Board (LSCB)
The LSCB is a statutory board, and requires all organisations that work with children to cooperate to safeguard and promote the welfare of children.

The core legislation underpinning the work of the LSCB is the Children Act 2004, which provides a comprehensive framework for the care and protection of children. Detailed statutory guidance is also contained in Working Together to Safeguard Children 2013, which includes the management of allegations against people who work with children. These investigations are undertaken by the Local Authority Designated Officer (LADO), who role includes co-ordinating information sharing with the aim to resolve them as quickly as possible.
Under section 14B of the Children Act 2004, the LSCB can require a person or body to comply with a request for information. This can only take place where the information is essential to carrying out LSCB statutory functions. When making a request for information about individuals, the LSCB will only ask for information that is 'necessary' and 'proportionate' to the reasons for the request. The LSCB is mindful of the burden requests place on other parties, and will if possible explain why the information is needed.

Sharing of information will normally be with the consent of the individuals involved, in cases where there is no consent or consent has been refused, information may be shared where it is necessary in the public interest i.e. to protect the vital interests of an individual.

Troubled Families Programme

The Troubled Families Programme was launched in 2011 by Department for Communities and Local Government (DCLG).  The programme aims to turn around the lives of 120,000 of the most ‘troubled families’ within the UK, this includes; reducing the levels of crime and anti-social behavior, decreasing the amount of worklessness, increasing attendance at school and improving school behaviour.

Under section 17 of the Children Act 1989, local authorities may gather and share information relating to safeguarding and promoting the welfare of children within the local authority area.  

Briefing Note 3: Corporate Parenting - Looked After Children 
Where North East Lincolnshire Council is the ‘corporate parent’ for the looked after children in its care, they will receive the same information in relation to the child’s education from the education provider, as would any other parent, carer or guardian with parental responsibility for a child. North East Lincolnshire Council will not seek any information it is not entitled to. 

Briefing Note 4: Lincs2
Lincs2 (www.lincs2.co.uk), is a local prospectus and on line application portal supporting young people and adults.
Lincs2 is populated from data already held by North East Lincolnshire Council.

North East Lincolnshire Council’s data is uploaded to Lincs2 by First Media Solutions under contract, as required by the Data Protection Act.

Pupils (data subjects) only have access to their own information uploaded to Lincs2 through a secure network ID and password.

Each school has access to the data of their own pupils on Lincs2. Pupils (data subjects) are made aware of this as part of the terms and conditions for the use of Lincs2.

Information is only supplied to prospective education and training providers with the explicit consent of the pupil (data subject).
North East Lincolnshire Council can produce a destination report for each school, providing a summary of the situation of year 11 leavers as at November 1st. This report is available for purchase by each school for its year 11 leavers from April of the following year. 
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1. Points of Contact 

Points of contact can be found in the Data Contacts list for this agreement
2. Information quality
Please refer to the Common Transfer File documents which can be found here https://www.gov.uk/government/collections/common-transfer-file. Further details of data items can be found in section CTF13 of the guide for local authorities and schools from here https://www.gov.uk/government/publications/common-transfer-file-13-guide-specification-and-schema.

2.1 The quality assurance checks applied to the shared information by the Data Controller are: 
a) Data verification checks will be carried out by the Learning Provider through checks with Child / Young Peron’s parent, carer or guardian on the information held.
b) Any information shared will be cross-referenced by North East Lincolnshire Council to identify any potential inaccuracies.

c) Results information will be validated using Department of Education Validation rules

2.2 Partners receiving shared information are responsible for applying relevant quality assurance before using the information.

2.3 If information is found to be inaccurate, it is the responsibility of the partner discovering the inaccuracy to notify the Data Controller.  The Data Controller will ensure that the source data is corrected and will notify all recipients, who will be responsible for updating the information they hold.

3. Information security and confidentiality
3.1 Arrangements in place for the secure exchange of information:

a) Automatic transfer of data through B2B system directly from SIMS system to North East Lincolnshire Council Capita One system.

b) Secure transfer via the S2S secure transfer system
c) Where non-secure e-mail is used for the transfer, the information should be encrypted or password protected. Where passwords are used, these must be communicated by separate arrangements

d) Secure transfer by telephone to named contacts only.

3.2 Frequency for the sharing of information is:

a) Sharing will take place throughout the academic year where required for the specific purpose of supporting the learning and welfare of children and young people 

b) In accordance with Department for Education deadlines

c) Key stage 4 and 5 data sets, provided annually on the day results are released. This data will only be released by the Council at a Local Authority level

	3.3 The terms of this agreement commence:
	Academic Year 2014/15
	


	3.4 The sharing of information will end on:
	No date has been specified for termination of this agreement
	


3.5 Disclosure of the information will be recorded on the child / young person’s record

3.6 Arrangements for keeping the information secure, protected and confidential:
	· Information will be stored on secure networks with controlled access, which are subject to regular audit trails and access checks.
· Removable media holding data must be encrypted.  

· Physical documents must be stored in lockable cabinets, with secure access controlled environments. 
· No information must leave the secure environment unless appropriate protection and security controls are in place.


3.7 Each partner will ensure that their employees:

a) are able to access only the information necessary for their role; and 

b) are appropriately trained so that they understand their responsibilities for confidentiality and security. 

3.8 Monitoring of security will be undertaken in light of each signatories established procedures. 
4. Breaches of confidentiality
4.1 Breaches of data protection legislation will be dealt with by each partners established information security procedures and formal disciplinary procedures.

4.2 Details of confidentiality and data incidents will be notified to the point of contact of the other partner identified in section 1 of the Data List by the other partner within 1 working day.
5. Retention and Disposal

5.1 The retention period for the shared information must be set out in each partner’s Retention Standards. For North East Lincolnshire Council this will be its Records Management Policy and retention standards

5.2 The secure disposal of information when no longer required must be in accordance with each partner’s Records Management Policy.
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