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1.  Introduction

1. North East Lincolnshire Council operates CCTV across the borough for purposes including the prevention and detection of crime and public safety.
 
2. We are committed to using CCTV lawfully, fairly and transparently, to meet the objectives set out in this Policy, or those, which are subsequently agreed. We recognise that our use of CCTV must be balanced with the individual’s right to respect for their private and family life and their homes, and we are committed to respecting this right to privacy.

3. This Policy and its supporting documents are designed to give clear guidance on the installation and operation of CCTV cameras and systems and the lawful disclosure and use of images. 

4. This Policy applies to all staff employed by North East Lincolnshire Council and is the standard expected from any agencies or persons operating CCTV jointly or on its behalf.

5. Participation in the system by another organisation, individual or authority requires an agreement by all such participants to comply fully with this this Policy and appropriate Codes of Practice and legislation.

2.  CCTV objectives

1. It is important that everyone and especially those charged with operating the CCTV systems on behalf of the Council understand why each camera or system has been installed or deployed and what it can and cannot be used for.

2. Each camera or system will have its own site or task specific objectives, linking to the objectives set out in the CCTV strategy.

3. The Council acknowledges that whilst CCTV has an important role to play in reducing crime and the fear of crime in areas covered by CCTV, there is a clear understanding that its success can only be realised when integrated into and complemented by other crime and disorder initiatives.

4. CCTV will not be used for any other purpose than those set out in this Policy, without prior consultation and detailed analysis indicating CCTV is the most effective way of addressing the problems identified.

5. It is important to emphasise that the CCTV is not a “spy system”. CCTV will not be used to monitor the progress of staff or individuals in the ordinary course of their lawful business in the areas where CCTV is deployed. 

6. The Council recognises that on some occasions CCTV may be used for specific enforcement activities. In such cases covert directed surveillance authorisations in accordance with the Regulation of Investigatory Powers Act must be obtained, setting out what is authorised, how it will be carried out (e.g. which cameras are to be used), and what activity is to be recorded.

7. Targeted operations, by agencies with prosecution powers such as Local Authorities, Police, Customs and Excise, Health and Safety Executive or the Environment Agency, where it is necessary for the Council’s CCTV to be used, must be in accordance with legislation and have appropriate authorisation.

3.  Legislation and Codes of Practice 

1. This Policy is underpinned by Local Operational Procedures (LOP’s) which translates the principles and purposes of the policy into operational instructions and practices. These procedures will cover all operational aspects of the CCTV cameras and systems and circulation of the LOP’s will be restricted and controlled.

2. In addition to the Council’s policies and procedures, CCTV and its operation are subject the following Codes of Practice and legislation under (please note this is not an exhaustive list):

a) The Protection of Freedoms Act 2012 – Part 2 Regulation of Surveillance (PFA).
b) ICO Code of Practice ‘In the picture: A data protection code of practice for surveillance cameras and personal information’.
c) Surveillance Camera Code of Practice.
d) The General Data Protection Regulation (UK GDPR).
e) The Data Protection Act 2018 (DPA).
f) The Human Rights Act 1998 (HRA).
g) The Freedom of Information Act 2000 (FOIA).
h) The Regulation of Investigatory Powers Act 2000 (RIPA).
i) Investigatory Powers Act 2016 (IPA).
j) Crime and Disorder Act 1998.
k) SIA (Security Industry Authority)
l) National ANPR standards for Policing and law enforcement (NASPLE)

4.  Responsibilities 

1. North East Lincolnshire Council is the Data Controller for the CCTV systems it operates.

2. North East Lincolnshire Council are responsible for the operation and maintenance of the CCTV systems.

3. North East Lincolnshire Council is responsible for approving the deployment of all CCTV cameras.

4. An appointed officer with a named deputy, will be identified for each CCTV system, and will be responsible for the day-to-day operation of the system, including:

a. ensuring authorised CCTV users (Operators / Duty) are and remain properly trained and kept up to date on legislation and changes to procedures.
b. reviewing this Policy and supporting documents, and
c. acting as the first point of contact for enquiries, complaints and requests for evidence.

A list of the appointed officers and their deputies is maintained by the CCTV operational group. 

5. Staff operating the CCTV systems are responsible for 

a. for operating the equipment in accordance with requirements set out in current legislation, Codes of Practice, this Policy and Local Operational Procedure.
b. testing the recording equipment for correct operation and the accurate date / time confirmed at the start of each shift.
c. ensuring their training and knowledge remains up-to-date, and
d. reporting any faults or misuse in accordance with established procedures.

6. The Security Services management team is responsible for ensuring that staff are made aware of and comply with all Council policies on health and safety.

7. Any misuse of CCTV or breaches of this Policy and the supporting documentation will be investigated in accordance with the Council’s established procedures.




5.  Cameras and Monitoring 

1. The cameras can be static, rapid deployment, vehicle mounted, or body worn.

2. There is no facility for still photographs on the Viewscape Recording system currently.

3. The CCTV system consists of predominantly colour multi-functional cameras utilising a combination of broadband and I.P. wireless links as a means of transmission.
 
4. The Rapid Deployment cameras (RDCs) can be deployed into any area at short notice. The CCTV Operational group meet at regular intervals to discuss, review and understand any changes to the location of the cameras based on Crime and Disorder / Fly Tipping statistics. 

5. All RDC deployments, management and operation must be in conjunction with the RDC Deployment Protocol. 

6. The ANPR (automatic number plate recognition) unit will be calibrated at each deployment and monitored to ensure compliance with national ANPR standards (NASPLE)

7. The CCTV network cameras are operational 24 hours per day and monitored by trained and licensed operatives from the CCTV Control Room.

8. Where arrangements are in place for the monitoring or viewing of CCTV outside of the Control Room (e.g. by environmental enforcement or in public reception areas), officers must be properly trained in their duties and responsibilities and the location must ensure viewing of the images is restricted to only those authorised to see them.

9. Body Worn Cameras (BWC) are worn overtly for the purposes of deterring verbal and physical abuse to staff and taking action in the event of a such an incident, and to support enforcement activities, through the capture of stills and video and the recording of audio i.e. capturing images of vehicles in contravention of on street parking orders or evidencing verbal abuse.

10. It is the responsibility of the appointed officer or their deputy, to ensure that all equipment is maintained and operates as per instructions and in conjunction with the Code of Practice, operational guidelines and BWC Deployment Protocols. 







6.  CCTV Control Room 

1. The CCTV Control Room is a secure working environment with entry controlled by a fob access system, with fobs issued only to authorised CCTV operatives.

2. Ancillary staff requiring access to the Control Room (e.g. cleaners, service engineers) must be appropriately vetted and have their authorisation checked as appropriate. Ancillary staff will be supervised at all times when in the Control Room.

3. With the exception of visits by a supervisory agency (e.g. ICO) or the Police, all visits to the Control Room must be by prior arrangement and approval of the CCTV & Security  Manager or their nominated supervisor.

4. Visitors must be reminded of the need for confidentiality before entering and will be required to sign the visitors log individually and an accompanying Confidentiality statement prior to access.

5. Except as defined below, Police visits to the Control Room will be by prior arrangement.

6. In circumstances when problems are anticipated during a shift, arrangements may be made for a Police Officer to be present within the CCTV Control Room for liaison purposes. This will normally apply for the duration of the incident.

7. When major incidents arise such as serious crimes, serious public disorder, bomb explosions/threats, or serious fires, the Council’s Emergency Planning Arrangements would be implemented.

8. The Police can make an application under the RIPA Powers for an authorisation for directed surveillance to be carried out. The Monitoring Officer or their nominated Officer will confirm in writing their approval for “Directed” surveillance prior to commencement. 



7.  Relay facility to the Police

1. The Control Room system has a facility to relay live pictures to Grimsby Police Station and Melton Police Command Centre / Control Room. This arrangement is supported by direct communication links between the control rooms and allows police to view live pictures from any of the linked cameras.

2. There is no direct control facility provided for the Police or any direct recording facility.

3. An Inspector designated by the Superintendent at Grimsby Police Station shall be responsible for day-to-day liaison purposes.

4. Communications with the Police are by a dedicated telephone link or via the Airwaves radio.

5. At the discretion of the Duty Officer, incidents or possible incidents captured by the CCTV will be relayed to the Police monitors. The responsibility to respond to any incident rests solely with the Police.

8.  Other Control Room communication links

1. The Control Room is linked to a number of related schemes, which provide and receive information concerning suspicious activity within monitored areas.

2. The Council’s on-street Car Park Enforcement operation, who have a responsibility for security on car parks managed by the Council, have a radio link with the Control Room. The Security a& CCTV Manager will provide full training on correct use.

9.  Control Room staff

1. Staff employed to work in the Control Room, both Operators and Duty Officers / Supervisor shall meet the highest standards of probity.
 
2. All staff will be subject to the same disciplinary procedures as apply to other North East Lincolnshire Council employees. Breaches of confidentiality and non-compliance with the CCTV Policy and the associated local operating procedures, legislation and codes of practice will be treated as gross misconduct within the Disciplinary Code.

3. All Control Room operatives and supervisors are subject to the Disclosure and Barring procedure. Staff are required to disclose any criminal convictions and non-disclosure of relevant matters will be subject to disciplinary action and, if necessary, dismissal if it emerges after appointment.

4. Full training in all aspects of the system and associated policies and procedures will be given to all staff.  The Police will be involved in this training in order to give the widest range of awareness and skills to the staff.

5. All Control Room operators will undertake a recognised CCTV Control Room Operators Course and hold a current Security Industry Accredited (SIA) licence.

10.  Visitor log and Daily Occurrence log

1. A visitor log book is kept in the control room, this is retained for a minimum of six (6) years before being disposed of as confidential waste.

2. 2 An electronic daily occurrence log is maintained in the control room. This is audited monthly with each month retained on a central secure server. Access is by authorised personnel only. Data is retained for a period of up to six (6) years before being deleted unless a specific written request is received and approved by the Councils Data Protection Officer. 
 
11.  Installation and deployment of CCTV cameras

1. Before deciding on the deployment of CCTV cameras as the solution to an identified problem in a specific location it must be demonstrated that:

a) the deployment is necessary to meet the objectives of this Policy.
b) due consideration has been given to the impact of them on the privacy of individuals using the areas where cameras are to be installed.
c) there are no alternative methods to address the identified problem which are less intrusive, more economic or more efficient.
d) Capital funding is in place, and
e) a sustainable revenue source is in place to meet operational costs and maintenance / replacement requirements for the camera.

2. An overall Data Protection Impact Assessment has been carried out for the CCTV systems, and this will be reviewed and updated as appropriate to reflect the deployment of new cameras.
 
3. The North East Lincolnshire Council will approve the deployment of each CCTV camera / system, with consideration given to consultation with appropriate stakeholders.

4. Any additions to the CCTV system must be technically compatible with the existing equipment and fit for purpose.

5. CCTV cameras and signs should be clearly visible. Covert cameras will not be deployed unless with appropriate RIPA authorisation.

6. No sound will be recorded as part of the fixed CCTV installation, except where “help points” are provided. However, before such technology is employed, full consultation will take place.

7. Dummy cameras will not be used by the Council; it is important to not make false claims about the effectiveness of CCTV in order to avoid raising false expectations.  Public confidence afforded by CCTV should be based on effectively operating the system and dummy cameras have no place in such a system.

8. CCTV cameras are not to be installed in such a way that they can look into private space such as inside private dwellings, unless it is part of an authorised Police operation. The use of cameras will always be proportionate to the objectives of the deployment. Controls, including Privacy Zones, which cannot be overridden by Operators, will be maintained to ensure cameras do not record what is happening within residential premises.  Operators have clear guidelines and any inadvertent contraventions will be recorded in writing and the reasons for the occurrence given.  Arrangements for the management and audit of the scheme which are intended to address individual privacy will be made.

9. Newly deployed CCTV cameras will be added to the CCTV Asset Register. 

12.  Use of drones

1. North East Lincolnshire Council will use drones fitted with cameras when appropriate and necessary.

2. In our use of drones we will comply at all times with the Civil Aviation Authority’s Drone and Model Aircraft Code, and all other relevant legislation and codes of practice.

3. We have appointed an accountable manager who is responsible for making sure that we fly and use drones (and model aircraft) safely and legally.

4. Our accountable manager is Kevin Hynes, CCTV & Security Manager 

5. The accountable officer will ensure that: 

a) North East Lincolnshire Council are registered with appropriate authorities for the use of drones i.e. an Operator’s ID from the Civil Aviation Authority.
b) All our drones are clearly labelled with our operator ID.
c) Our drones are only operated by an individual with a valid Flyer ID.
d) For activities when a risk to the rights and freedoms of individuals is identified the flyer will always be accompanied by an observer. 
e) A register is maintained of all drone activity carried out by or on behalf of North East Lincolnshire Council. The Register will record for each flight the date and time; the location; the purpose; if a Data Protection Impact Assessment was completed for the flight or if the flight meet the criteria covered by the overall drone Data Protection Impact Assessment; the name of flyer; the name of the observer; any issues identified before, during or after the flight, and any actions taken as a result of this; and any if images were recorded during the flight, and if so the arrangements for the secure storage of the recording and the retention period set for the recording.
f) The Data Protection Impact Assessment for the use of the general use of drones is regularly reviewed (at least every 6 months) with the Council’s Data Protection Officer. For any flight which may pose a significant risk to the privacy or rights of any individual a separate Data Protection Impact Assessment for the flight must be completed and signed off by the Senior Information Risk Owner prior to the flight taking place.
g) Our drones are regularly maintained and services.
h) An annual report is submitted to the CCTV Strategic Group meeting on the use of drones during the previous year. 
i) This Drone Policy is reviewed at least annually to ensure compliance with legal requirements and North East Lincolnshire Council policies and procedures, and to consider lessons learnt and emerging best practice.
 
13.  Signage

1. All areas where CCTV is in use will be clearly signed to comply with data protection legislation. This is to alert people that they are about to enter an area monitored by CCTV cameras or remind them they are still in an area covered by CCTV. The signs will also act as an additional deterrent.

2. CCTV signs should not be displayed in areas which do not have CCTV cameras.

3. Where ‘covert’ cameras have been authorised for deployment, signage will not normally be in place.

4. The CCTV signs should have yellow background with all writing in clear black print. The information on the sign will explain why the CCTV cameras are there, who operates them and contact details to obtain further information.

14. General Data & System Management 

1. At the start of every shift the recording equipment will be tested for correct operation and the date / time confirmed as accurate.

2. Access to recorded images is restricted to those with an authorised and lawful purpose to access them. The casual review or trawling of recorded images by anyone is strictly forbidden. Reviews must only be undertaken for a specific lawful purpose.

3. Discs (where required) will be provided by and remain at all times the property of North East Lincolnshire Council and will be controlled by copyright.
 
4. All discs purchased will be alpha-numerically identified and their receipt and number entered into a stock log.  The same log will also indicate when they are put into service and by whom.  The responsibility for controlling the use of discs lies with the Duty Officer.

5. In accordance with Home Office and ICO recommendations, recordings will be kept for 31 days before they are erased from the Recording system.

6. An evidence log will be kept of all recorded incidences. It will show the name of the duty operator; time and date of the incident; the cameras used; details of the incident; and details of the disclosure of the images including identity of requester (e.g. Humberside Police and the identification code(s) of Officers), external reference number and date of disclosure. 

7. Operatives and Supervisors will be required as necessary to provide the Police with statements for evidential purposes.

8. Once placed on disc or data stick the images will be held in the relevant month’s folder in the digital evidence locker and will be deleted after a period of 31 days.

9. A master copy of the images will be transferred to a separate secure encrypted hard drive and “locked” onto the system for an agreed period or for not more than six (6) years. Requests for longer storage must be by written application and approved by the Council’s Data Protection Officer.

15. Requests for the release images

1. It is important that access to, and disclosure of, CCTV images is restricted and carefully controlled, not only to ensure that the rights of the individual are preserved, but also to ensure that the continuity of evidence remains intact should images be required for evidential purposes.
 
2. Access to images may be granted by one of the following routes: 

15 a.  Subject access requests

1. Individuals whose images are recorded have a right to view the images of themselves and, unless they agree otherwise, to be provided with a copy of the images. All such requests should be passed on receipt to the Security & CCTV Manager or the Security / CCTV Supervisor in their absence who will be responsible for recording the request, liaison with the NELC Transparency team and arranging the appropriate response.

2. The request can be made using the standard subject access request form or the specific CCTV request form. The form will request sufficient information to allow a search to be made. Such information will include the time, date and place and in addition a recent photograph must also be supplied by the individual making the request in order for the correct images to be located.

3. In accordance with the provisions of the above Act, all requests will be responded to within one month of receipt except unless additional information is required to allow the request to be processed.

4. It must be noted that only images of the individual making the request will be released. If images of third parties or other identifying information e.g. vehicle license plates are also visible with the images of the person who has made the access request, consideration must be given as to whether there is need to obscure these. The Transparency team will be responsible for and authorise all data releases under this process

5. If it is decided that information cannot be provided in response to a request the requester will be informed of this and provided with the reasons for such a decision by the Transparency team.



15 b.  Police and other bodies enforcement powers

1. Schedule 2 of the Data Protection Act 2018, allows for the disclosure of personal data, without the consent of the individual who is the subject of the data, and regardless of the purpose for which the data was originally gathered, if failure to provide the data would prejudice:

a) The prevention or detection of crime.
b) The apprehension or prosecution of offenders, or
c) The assessment or collection of any tax or duty or an imposition of a similar nature.

2. The Council is not compelled to disclose data under Schedule 2, Part 1 (Paragraph 2), and must be satisfied that the information requested is necessary for the purpose requested and not having the data would be likely to prejudice any of the above a) to c) points. It is expected that the requester has reasonably exercised all other means to obtain the information.

3. Requests should be made via the CCTV Review Request Form.

15 c.  Required by law or in connection with legal proceedings.

1. Schedule 2, Part 1 (Paragraph 5) of the Data Protection Act 2018 specifies personal data is exempt from the non-disclosure provisions where:

a) Disclosure of the data is required by an enactment, a rule of law or an order of a court or tribunal, to the extent that the application of those provisions would prevent the controller from making the disclosure.
b) Disclosure of the data:
i. Is necessary for the purpose of, or in connection with, legal proceedings (including prospective legal proceedings),
ii. Is necessary for the purpose of obtaining legal advice, or
iii. Is otherwise necessary for the purposes of establishing, exercising or defending legal rights, to the extent that the application of those provisions would prevent the controller from making the disclosure.

2. The requester can seek a court order requiring the release of information if requests are declined.

3. These will normally be made by Solicitors or Insurance companies and should be made via the CCTV Review Request Form.


15 d.  Freedom of information

1. As a public authority the Council may receive requests under the Freedom of Information Act (FOIA). All such requests are dealt with centrally by the Information Governance Team and should be passed on receipt to FOI@nelincs.gov.uk

2. A response should be provided within 20 working days from the receipt of the request.

3. Section 40 of the FOIA contains a two-part exemption relating to information about individuals. If you receive a request for CCTV footage, you should consider:

a. Are the images those of the requestor? If so then that information is exempt from the FOIA, instead this request should be treated as a data protection subject access request as explained above.

b. Are there images of other people or information that would identify a third party? These can be disclosed only if disclosing the information in question does not breach the data protection principles.

15 e.  Release of information to the Media

1. Release of images to the media will only be made when it is decided that the public’s assistance is needed. The decision to release images will be taken by the Council’s Monitoring Officer and will have due regard to the rights and wishes of those captured by the images.

2. Recorded images will not be made more widely available and will not be made routinely available to the media.  No recorded material will be sold or used for commercial purposes or the provision of entertainment.

16.  Caught on camera

1. We will release and publish images as part of our Caught on Camera scheme, to appeal to members of the public for their help to identify people we’d like to speak to about environmental offences, if they cannot be identified by other means.



17.  Feedback (Complaints, Compliments and Suggestions)

1. Complaints, Compliments and Suggestions about the operation of CCTV by the Council or this Code of Practice should be made through the Council’s Feedback process details of which can be found on our website https://www.nelincs.gov.uk/council-information-partnerships/complaints-compliments-and-suggestions/

2. If you remain unhappy with the Council’s handling of your complaint you have a right of appeal to the Local Government and Social Care Ombudsman.

3. If you feel your complaint constitutes a contravention of the Data Protection Act you should contact the Council’s Data Protection Officer. Details of your rights under data protection legislation and how to exercise them can be found on our website https://www.nelincs.gov.uk/council-information-partnerships/information-governance/data-protection/

4. If you remain unhappy with the Council’s handling of your complaint you have a right of appeal to The Information Commissioner.

18.  Changes to the Policy

1. This Policy will be reviewed in conjunction with North East Lincolnshire Council Public Space CCTV Strategy 2020-2023, and any changes to this policy will only take place after consultation and ratification by North East Lincolnshire CSP. 
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